One distress of network and data security professionals and advisers globally is about the abilities of infectious malicious agents (Malware) to invade the entire network terminals to wreak havoc extending from identity theft, financial fraud to systemic digital assault on critical national resources. This work studies the behavioural dynamics of the susceptible, infected, the recovered terminals on the mobile wireless network and the effective use of antivirus security signature as countermeasure. Solving for stability state, we found out that its Eigen value gives a positive value which means that the stability is at an unstable state. Using Homotopy perturbation to calculate the approximate solution of the system. The expression derived was simulated using a mathematical tool (mat lab).
Introduction
One big threat to network security is malware (malicious software) spread Generally the spread of malwares takes place rapidly across the network within few days of outbreak when a susceptible (vulnerable)
Related Works
Outbreaks of Malwares in wireless networks has created an evolving research area (e.g., though, the work on spread of malware has conventionally concentrated on wired networks). Epidemic research works based on the classic Kermack-Mckendrick model has broadly been used in analysing the blow-out of malware in wired networks and recently in wireless networks. From these works, we discovered that, through numerical simulations and matching with actual data, when the number of nodes in a network is large, the deterministic epidemic models can effectively characterize the mode of the spread of the malware D Daley and J Gani (2009). Active control of parameters of the network or the worm have been explored in some research works.
Most of these however do not identify the ideal strategies nor offer verifiable performance securities, but as a substitute propose empirical dynamic strategies in different situations, and assess via simulations the effectiveness and several trade-offs of the strategies they suggest. For example, C Zhou et al. proposed heuristics for dynamic quarantining of nodes in wired networks that appear suspicious through traffic analysis, and V. Karyotis and S.Papavassiliou (2007) , introduced heuristic strategies for dynamically adjusting the transmission power of attacker nodes in wireless networks. We instead obtain attack policies that provably attain the maximum possible damage and consider a general model that incorporates healing, immunization and mortality of nodes. Interestingly, tools from the optimal control theory such as the effective theorem of Pontryagin maximum Principle has rarely been used for analysing network security X. Yan and Y. Zou and our previous work M. Khouzani et al. constitute notable exceptions.
The first formulates the trade-off for optimal treatment of the infective nodes in wired networks. However, in contrast to our work, the solution is based on numerical evaluations only and no structural property of the optimal policy is established. One of our earlier works M. Khouzani et al. proposed reduction of reception gain of wireless nodes as a counter-measure for slowing down the spread of malware in wireless networks. Another one of their papers focuses on the attack viewpoint and considers the transmission range of the infective nodes and the rate of killing as two independent dynamic parameters of the worm to inflict the maximum damage. In particular, killing a node is achieved by executing a malicious code damaging a vital part of the hardware. Moreover, M. Khouzani et al. considered a worm with a power budget which specifically ensures that every infective node lasts the entire duration of interest. In contrast, we consider the case in which the killing process of the infective nodes is not independent of the energy-greedy media access activities. Furthermore, we consider another side-effects of an aggressive media access activity, which is exposing an anomaly and hence, easier detection of the malware. in their work on dynamics SCADA systems said population of the infectious power line carriers stabilizes mostly due to the implementation of anti-virus signatures which at some points gradually detects infected USB devices. After some days, the population of the infectious power line carriers begins a rapid declination due to the disinfection of the infected USB devices by the anti-virus signatures until the infected power line carriers goes into extinction totally after few days.
One major concern of cyber security experts and consultants is the tendency of treat agents to invade the entire network land scape to hijack devices, invade privacy and also wreck havocs on the entire system network. .
Formulation of the Model
A model formulation includes basic assumptions of the model which are undoubtedly specified while relating these assumptions from the real world to the mathematical model. The assumptions of the model include:
 The entire population is divided into three (3) compartments i.e. the Susceptible Class, the Infectious Class and the Recovered Class; all based on their epidemiological status  New nodes are being recruited on the system network at a constant rate.  The interaction between the susceptible systems and the infected systems is constant and as a result, more systems are being infected  Some of the infected systems terminates as a result of the malware, while some get recovered due to the usage of anti-virus signature.  Finally, all interactions within the network occur homogeneously. 
Parametric Equation for Capturing Dynamics of Cyber Attack Malware Transmission with
Mitigation on Computer Network Translating our assumptions into mathematical relationship. We have the rate of increase in the population rate of the susceptible systems without interaction with the infected systems is denoted as
Model Equation
The standard SIR model equation for susceptible, infected and recovered classes giving by is the equation 4,5,6;
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To obtain the first equilibrium point; we set the derivatives to zero.
Equation 11 gives the malware free equilibrium. Endemic Equilibrium point 2 
Stability Analysis
the linearization at p is given by
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Transforming the above in the sequence of a; (15) (17) 3.4. Stability Analysis Discussion.
Stability properties of linear systems
Eigen Values
Types of critical points Stability 0 Therefore, the Eigen value shows that it is unstable
Homotopy Perturbation Method
We apply Homotopy perturbation to our equation 
Results
In this section we present the results obtained as given below.
Tables and Graphical Presentation
In this section, the tables and graphical representation were realized using the approximate solution of the Homotopy perturbation model equation for the S, I, R. using math lab software to plot the graph and to generate the tables.
In generating the tables, we use hypothetical values for contacting rate and the recovery rate. Simulated result for β = 0.2, α = 0.001, δ = 0.01, µ = 0.015, γ = 0.15, = 50, = 20, = 10. Table 3 . is a table that shows the behavior of a system when the contacting rate of systems on the network is lower and the rate at which these systems recovers from the malwares infection. We see from the table that the decrease was not too noticeable in susceptible and the decrease in infected individuals was much noticed due to the recovery rate that was high, and the rate of recovery was increasing. . is the graph that displays the pictorial representation of the behaviors of the table above where the blue line in the graph symbolizes the behavior of the population of the susceptible systems that was declining, the green line symbolizes that infected systems which was increasing gradually and the red coloured line symbolizes the population of recovered systems. Table 4 is a table that shows the behavior of a system when the contacting rate of systems on the network is high and the high rate at which these systems recovers from the malwares infection. We see from the table that the decrease was noticeable in susceptible and the increase in infected individuals was much noticed due to the recovery rate that was high, and the rate of recovery was increasing. . is the graph that displays the pictorial representation of the behaviors of the table above where the blue line in the graph symbolizes the behavior of the population of the susceptible systems that was declining, the green line symbolizes that infected systems which was increasing gradually and the red coloured line symbolizes the population of recovered systems. Simulated result for β=0.2, α=0.001, δ=0.01, µ=0.015, γ=0.1, =50, =20, =10. Table 5 shows the behavioural dynamics of Malware infection when the contacting rate of the infected nodes with Susceptible nodes on the network is low on low recovery rate for the infected nodes .Consequently, we see from the table that the decrease in the Susceptible nodes in this instance was may not be very si when compare with when the contacting rate was high with the Infected. Albeit the increase in infected individuals nodes was much noticeable due to the recovery rate that was high resulting in the population of recovered individuals nodes increasing. Figure 3 is the graph that displays the pictorial representation of the behaviours of the table above where the blue line in the graph symbolizes the behaviour of the population of the susceptible systems that was declining but not very much, the green line symbolizes that infected systems which was decreasing gradually and the red coloured line symbolizes the population of recovered systems. 48 Simulated result for β=0.2, α=0.002, δ=0.01, µ=0.015, γ=0.1, =50, =20, =10. Table 6 is a table that shows the behaviour of a system when the contacting rate of systems on the network is high and the low rate at which these systems recovers from the malwares infection. We see from the table that there was decrease in susceptible and the increase in infected individuals was much noticed due to high contact rate cum low recovery rate, and the population of recovered individuals was increasing. Figure 5 is the graph that displays the pictorial representation of the behaviours of the table above where the blue line in the graph symbolizes the behaviour of the population of the susceptible systems that was declining, the green line symbolizes that infected systems which was increasing was very noticed for long period before declining gradually and the red coloured line symbolizes the population of recovered systems.
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Discussion of Results, Conclusion and Recommendation
In this section we discuss the results obtained as given below. Table 3 and Figure 1 are low contacting rate, α= 0.001 and high recovery rate, γ= 0.15. This shows that the population of susceptible system and infected system were decreasing, while the population of recovered system was increasing and this shows that as malware breakout efforts are made to tackle it and over time the infected system will be moved to recovered system. Table 4 and Figure 2 are high contacting rate, α= 0.002 and high recovery rate, γ= 0.15. The graph shows that the population of susceptible system and infected system decreased more than when the contacting rate was low but the population of recovered system increased. The more infected system the lesser the susceptible systems population and the more effort are made to eradicate the malware from the population. Table 5 and Figure 3 are low contacting rate, α= 0.001 and low recovery rate, γ= 0.1. The graph shows that the population of recovered systems is not as high as when the contacting rate is high. Table 6 and Figure 4 are high contacting rate, α= 0.002 and low recovery rate, γ= 0. The malware infected population was on the high increase compared to other results. The malware will remain on the network for a longer time before a new anti-malware code is made available to counter the persistent of malwares and then the network recovers.
Discussion of Results
Conclusion
The use of Homotopy Perturbation Method (HPM) has enabled us to get the approximate solution of each compartment of the Model. The approximate solution was to present the Model graphically, which gives us the understanding to tackle the malware. It is obvious from the results that whether high or low contact rate, the recovered system population increases; though it increase more with high usage of control measures such as anti-virus which leads to quick recovery of infected systems. The number of recovered system population depends on the contact rate. It is clear that once there is malware breakout, efforts are made to get rid of the malware from the entire system network.
Recommendation
Malwares cannot be completely eliminated from the network because new forms of malware spring up frequently. The research recommends that in order to control the spread of malwares, systems on network should have an up to date anti malware packages installed on them. The access point for all system on the network should be protected.
The research also recommends that access to malicious sites and nodes should be restricted. The aforementioned recommendations were made by the study.
